Project-specific Permissions
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DevResults allows you to assign users different permissions for projects they're assigned to versus those they're not.
The dual set of permissions can be used to:

= Ensure staff have edit access to only their projects, while still letting them view data across the site
® | imit visibility of sensitive information to those who need to know
® Enable learning across projects without risking unintentional edits or deletion of data

For example, you might want a user to be able to view & edit indicator data and financial information for their own
projects, view indicator data for other projects, and have no access to financial info for other projects. This can be
achieved with project-specific permissions.
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Home *» Administration * People *» Groups * Contributors

Contributors

Permissions Members

Title Contributors

& History

Description  Can log into the system to manage activities.

,,

Viewing & Editing Project-Specific Permissions Assigned Projects Unassigned Projects
Project Discussions ) . . X .
Project discussion boards View & Edit View
Project Forms . . )

Project forms View & Edit v View v
Project Overview . . . X .
Project information (name, status, indicators, reporting periods, organizations, View & Edit View

geographies, description, etc.)

Calendar ) i . X .
Calendars of events View & Edit View

Checklists ) _ . ) .
Project checklists and milestones View & Edit View

Data Table Contributor X i . X .
Contribute data to data tables View & Edit View

Data Table Manager X . .
Design and manage data tables View No Access
Documents ) i . .
Document libraries View & Edit No Access

Financial ) . . .
Project budgets, funding sources, expenses, and disbursements View & Edit No Access

By default, project-specific permissions are turned off on new sites. To enable project-specific permissions on
your site, reach out to help@devresults.com.

In this article:

= Permission categories
= Project assignment and review

Permission categories

Once project-specific permissions have been enabled on your site, you can edit permissions groups and categories
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to grant group members two different sets of access rights — one set for projects they are assigned to, and one set
for all other unassigned projects.

The table below expands on each permission category and explains what users of a group will have access to based
on their permission level (View & Edit, View, or No Access) for assigned and unassigned projects.

Permission category

Project Discussions

Project Forms

Project Overview

Calendar

Checklists

Data Table Contributor

Data Table Manager

Documents

Permission description

Grants users access to
discussion boards

Grants users access to
project and project
reporting period forms

Grants users access to
project name, descriptive
fields, status, mechanism,
dates, sectors, tags, and
assignments to reporting
periods, indicators,
organizations, users, and
geographies.

Grants users access to
calendars of events

Grants users access to
checklists

Grants users access to
data table data

Grants users access to
data table design

Grants users access to
document libraries

Grants users access to

Assigned projects access

Discussion boards
belonging to

assigned projects and
project reporting periods.

Assigned project and
project reporting period
forms

Assigned projects. NOTE: If

users have no access to
Project Overview, they
cannot access any other
project information, such
as Project Discussions.

Calendar events for
assigned projects.

Checklists for assigned
projects.

Data tables with rows for
assigned projects, or data
tables linked to indicators
that report on assigned
projects.

Data table rows for
assigned projects, or rows
within a table that has no
project column.

Data table design tab for
accessible data tables (see
Data Table Contributor).

Document libraries for
assigned projects, or
indicators that report on
assigned projects

Assigned project financial
tabs. and global financial

Unassigned project access

Discussion boards
belonging to non-assigned
projects and project
reporting periods.

Non-assigned projects and
project reporting periods.

Non-assigned projects.
NOTE: If users have no
access to Project Overview
for unassigned projects,
they cannot access any
information relating to
unassigned projects,
including project names.

Calendar events for
unassigned

projects (including events
not assigned to any
project). NOTE: Partners
do not have access to the
global calendar.

Checklists for non-
assigned projects.
NOTE: Partners do not
have access to the global
timeline.

Data tables with rows for
unassigned projects, or
data tables linked to
indicators that do not
report on assigned
projects.

Data table design tab for
accessible data tables (see
Data Table Contributor).

Document libraries for
unassigned projects, or
indicators that do not
report on assigned
projects. NOTE: Partners
do not have access to the
global document library.

Unassigned project
financial data. NOTE:



Pénmissioh category

Geographic Information

Indicator Definitions

Indicator Results

Indicator Targets

Organizations

People

Photos

budgets, funding sources,
Permission desarip ion
expenses an

disbursements

Grants users access to
locations and
administrative divisions

Grants users access to
indicator name,
descriptive fields,
definition fields,
disaggregations,
classifications, indicator
forms, and assignments
to projects

Grants users access to
indicator data

Grants users access to
indicator targets

Grants users access to
organizations and
organization types

Grants users access to
individual user's name,
email, organization
details, and assignment
to projects

Grants users access to
photo galleries

msigRaEprajeitsaetedd udget
categories, exchange rates,
funding sources).

All geographic information,
including locations and
administrative divisions.

Indicators that are linked to
assigned projects and
disaggregations linked to
assigned indicators.

Indicator data (including
comments) for indicators
linked to assigned projects.

Indicator targets for
indicators linked to
assigned projects.

All organizations and
organization types.

All user information.

Photo galleries for assigned
projects.

Partners do not have
e M elE e B oney
tab, or financial
management tools.

This is not an editable
field.

Indicators that are not
linked to assigned
projects, including
indicators that do not
report per project.
Disaggregations that are
not linked to assigned
indicators. NOTE: Partners
do not have access to
indicators that are not
reported per project, nor
their disaggregations.

Indicator data for
indicators not linked to
assigned projects. NOTE:
Partners do not have
access to indicators that
are not reported per
project.

Indicator targets for
indicators not linked to
assigned projects. NOTE:
Partners do not have
access to indicators that
are not reported per
project.

This is not an editable
field.

This is not an editable
field.

Photo galleries for
unassigned projects.
NOTE: Partners do not
have access to the global
photo gallery.

NOTE : The permissions categories for project overview, geographic information, indicator definitions, and
indicator results (for either assigned projects, unassigned projects, or both) must be set to View or View & Edit
for users to have access to results data.
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Project assignment and review

To review project assignments for a user, navigate to the user profile and scroll to the Applied Permissions section.
This section gives you information on which projects, data tables, and indicators are assigned to a user, and which
ones are accessible to them (NOTE: a project, data table, or indicator can be accessible to a user even if they are not
assigned to them based on their groups' unassigned projects permissions).

Home * Administration * People * Users * Allison Green & Impersonate this user

Allison Green

. . . L. & History
+ Assign Projects
Applied Permissions
Projects Data Tables Indicators
Accessible: 45 Assigned: 3
\ Project Assigned 4
Capacity Development in Rural Areas Yes Goto project
Community-Led Anti-Malaria Program Yes G0 to project
Improving Reading Locally Yes Goto projact
Apprendre & Lire No G0 to project
AgriMAX No Goto project
Access to School Lunches. No Gota project
Bednets Distribution Program No Go'to project
Enhancing Local Agricultural Research No Go to project
Guinean Agricultural Research Program No Goto project
Improving Health Outcomes through Training No Go to project
Better Health Alliance No Goto project
Building Respensiveness In Local Governments. No Goto project
‘Commercial Agribusiness for Sustainable Horticulture Program No Go to project
‘Community Health Services Strengthening No Go to project
Addressing Corruption in Local Government No Goto project

To change a user's applied permissions, you can assign or unassign a user to a project.
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Didn't answer your question? Please email us athelp@devresults.com.
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